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iSharePhone Configuration with SSL encryption
Installation Wizard Configuration Screen

% iSharePhone Setup !

iSharePhone Server Installation

Chaoss your SharePaint version:

.aill T-Mobile 7 10:15

Settings

Username Demo

[ Mictosoft Dffice Sharspoint Server 2007 (MO55] |

Enter your intemal SharePoint IRL (e.g: http://sharepoint)

Password password

[ http:/isharepoint

Enter pour intemal SMTP server name of IP address:

Domain domain

[ 192.168.100.7

Select an TCP port for iSharsPhone Server [without enciyption):

Server

TCP Port 444

Use SSL
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192.168.100.7

SharePoint Server

HTTP://[SHAREPOINT
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Select an SSL port far iSharePhone server [with encrypton;
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cBack | N> Cancel
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R Normal http SSL port 444
X client traffic
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Exchange Server (SMTP)

iSharePhone Server

B —
SSL port 444

Firewall
ISHAREPHONE.COM

Webstate recommends using SSL encryption for secure communication

iSharePhone User Settings

Email demo@isharephone.com

isharephone.com

iSharePhone

Prerequisites

e iSharePhone installed on an iPhone from the App Store

e Internet Information Server installed (version 6 or higher)

¢ If you use limited permissions users, for instance users with read only permissions, give them

Y. Nrgas

5 A NB Odi(mhibidin5t &e§uired I5rNBEraPaIdt 2083 )

SharePoint > Site Settings > Permissions > Permission Levels > Edit Permission Level

Apply Style Sheets -

[~ Create Groups - Create a group of users that can be used
anywhere within the site collection.

[~ Browse Directories - Enumerate files and folders in a web site using
SharePoint Designer and Web DAV interfaces.

[ Use Self-Service Site Creation -
Service Site Creation,

Create a Web site using Self-

[ View Pages - View pages in a Web site.

[~ Enumerate Permissions - Enumerate permissions on the Web site,
list, folder, document, or list item,

[ Browse User Information - Wiew information about users of the Web
site,

[~ Manage Alerts - Manage alerts for al users of the Web site.

[ Use Remote Interfaces - Use SOAP, Web DAV, or SharePoint
Designer interfaces to access the Web site,

[#_Use Client Integration Features - Use features which launch dient

Bl & Style sheet (055 FIe) 1o The Web sfe, |

e Onyour SMTP server, enable relaying forthe A { KI NB t
email functionality in iSharePhone

K2y $

{ SNBEHND &

For security purpose we recommend installing iSharePhone Server on a separate server. This server can be
placed either behind your firewall or in the DMZ.

Lt


http://sharepoint/default.aspx
http://sharepoint/_layouts/settings.aspx
http://sharepoint/_layouts/user.aspx
http://sharepoint/_layouts/role.aspx
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How to install and configureSharePhoneserver

e Download the iSharePhone Server software from our website: http://www.isharephone.com;

e TheiSharePhone Server InstallationR2 Say Qi NXzy FTNRBY | ySis2N]

e Run the iSharePhone Server installation from a Windows 2003 Server which is able connect to your
SharePoint server in the same way that your SharePoint clients connect to the SharePoint Server.

% Setup - iSharephone I =]

S

Welcome to the
iSharePhone Server
Installation Wizzard

[t iz recommended that you exit all \Windows programs befare
running this setup program.

WARMIMG: This program iz protected by copyright law and
international treaties.

[Inauthorized reproduction or diztribution of this program, or ang
portion of it, may result in gevere civil and ciminal penalties, and
will be progecuted to the maximum extend pozsible under law.

Click nest to cantinue.

< Back |

Cancel |



http://www.isharephone.com/
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% Setup - iSharephone M =]

S

License agreement

'ou muzt agree with the licenze agreement below to procesd
Lizehze agreement 3

BEFORE v'OU CLICK. OM THE " ACCEPT THE LICEMSE
AGREEMEMT" BUTTOM AMD IMSTALL THE SOFT'WARE,
CAREFULLY READ THE TERMS AND CONDITIOMS OF
THIS

LICEMSE. BY CLICKING OM THE | ACCEPT THE LICEMSE
SGREEMENT" BUTTOM AMD BY INSTALLING THE
SaFTwWARE vOU ARE COMNSENTIMG TO BE BOUMND BY

AND .
ADC OCrAkdIklZ TUC ICCKRICED T TUIC T IECKICC I _I

* {1 accept the license agreement |
" | do not accept the licenze agreement

< Back | Mewst » | Cancel |

Supported SharePoint Versions:

:E' iSharePhone Setup Windows SharePoint Services 3.0 (WSS);

- . Sharepoint Portal Server 2003 (SPS)
iISharePhone Server Installation

Choose your SharePoint version: Microsoft Office SharePoint Server 2007 (MOSS)

|Micrasaft Office Sharepoint Server 2007 MOSS] v |
E nter your internal SharePaint AL (2.0, httpedsharepoint]:

|htt|:|:a’.-’sharep|:|int
Enter your internal SMTP zerver name or IP address:

[192.168.100.7

Select an TCP paort for iSharePhone Server [without encreption]:

| 2801 —

Select an 551 port for iISharePhone zerver [with encrpption]: We recommend using SSL Encryption.

444 =

¢ Back | M et > Cancel
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% isharePhone Setup [_ O]

iISharePhone Server Installation

Click nextto start the installation

The installation wizard creates and configures a new
iSharePhone Server Website in 1IS which uses the TCP
and SSL ports selected in the previous screen.

< Back |

Cancel |

% isharePhone Setup [_ O]

iISharePhone Server Installation

Installation finished

Installation completed

¢ Back I Finizh | Cancel |
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e Inthis example the iSharePhone server is placed behind the firewall on the same
network as you SharePoint server. On the firewall you should redirect TCP port 444

to the iSharePhone server.

e To use encryption without the use of an official third party SSL Certificate, download
2dzNJ AyadlrtftlGA2y 3FdzZA RS Wl 2 g IISfRuseNS I 6 S &
A{ KI NBt KIaty:/Sww.EhbiBpNone.com.

e On the iSharePhone clients configure the following User Settings:

iSharePhone User Settings
il T-Mobile = 10:15 =

Username domain
Password demo

Domain password

Email demo@isharephone.com

Server isharephone.com

TCP Port 444

Use SSL 5

Setfings

e To test this example configuration, browse to
https://isharephone.com:444/isharephone.rem
(in your iSharePhone setup, use your domainname or public ip address and tcp port number)



http://www.isharephone.com/
https://isharephone.com:444/isharephone.rem
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A successful iSharePhone server installation shows the following webpage:

a0 Mozilla Firefox [a=]

oD s Q o . https://isharephone.com:444/isharephone.rem > v B 'rGoogIe

This message indicates that both the iSharePhone Server and your firewall are correctly configured.

Access to your SharePoint environment can only be tested through iSharePhone on the iPhone.

How to use secure SSL traffic between iSharePhone and the iSharePhone
Server with a (free self signed) SSL Certificate.

e Download instructions for SSL encryption between iSharePhone server and the
iSharePhone iPhone clients at www.isharephone.com



http://www.isharephone.com/

