How to create a self signed SSL
certificate in IIS for use with
iSharePhone

Why read this document?

If you don’t have a third party SSL Certificate (e.g. Thawte, Verisign) but you still want to use SSL
encryption between the iSharePhone iPhone clients and the iSharePhone Server, then follow the
instructions in this document.

If you do have a third party trusted SSL Certificate (e.g. Thawte, Verisign) follow the normal SSL
Certificate installation procedures after installing iSharePhone server (download the installation
instructions for iSharePhone Server from www.isharephone.com)

Prerequisites
- A completed installation of iSharePhone Server on your Windows 2003 Server and the firewall
correctly configured (download the installation instructions from www.isharephone.com);

- iSharePhone iPhone App installed from the App Store;
- iSharePhone iPhone User Settings correctly configured to connect to your iSharePhone server.

Instructions
1. Download and install the Microsoft 1IS 6.0 Resource kit on your Windows 2003 Server;
2. Open IIS Manager, expand your webserver and select ‘Web Sites” and write down the
identifier number of the iSharePhone Website (in this example our iSharePhone Website
listens on SSL TCP port 444 and the Web Site identifier is 1455138994):
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This information is provided "as is", without warranty of any kind, whether expressed or implied. Following the instructions in this manual
is at your own risk. By no means can Webstate BV be held responsible for any damage whatsoever (including damage to third parties,
persons or any other real or consequential damage) arising out of the use or inability to use this instruction and the accompanying files and
or documentation.
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3. Run SelfSSL from the start menu:
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4. Type the following command (use your identifier and your TCP port):
selfssl.exe /s:1455138994 /p:444

Microsoft (W) SelfSSL Usrsion 1.8
Copyright (C> 2003 Microsoft Corporation. A1l mights reserved.

Installs self—signed SSL certificate into IIS.
SELFSSL [/T1 [/N:enl [/K:key sizel [/S:site idl [/P:port]

Adds the self-signed certificate to "Trusted Certificates"

list. The local hrowser will trust the self-cigned certificate

if this flag is specified.

Specifies the common name of the certificate. The computer

name is used if not specifie

Specifies the key length. Default is 1824.

Specifies cthe validity of the geprificate. Dafault is 7 daye.
pecifies the id of the site. Default is i (Default Sited.

Spec)fle“ the 8SL port. Default is 443.

Quict mode. You will not he prompted when SSL settings are

The default behaviour is equivalent with:
selfssl.exe /I =UASPA1 ~K:1@824 /U:7 s8:1 /P:443
C:\Program Files:\II$ Resources\SelfSSL>selfssl.exe /5:1455138994 rp:444_

5. Type ‘Y’ for confirmation:

selfssi - selfsslexe

Installs self—signed SSL certificate into IIS.
SELFSSL [~/T1 [~N:zcnl L ey sizel [S:site idl [/

T fdds the self-signed certificate to “Trusted Certificates”
list. The local brouser will trust the self-signed certificate
if this flag is specified.

/H:cn Specifies the common name of the certificate. The computer
name is used if not specifie

Kikey size Specifies the key length. Default is 1024.

i Specifies the validity of the certificate, Default is 7 days.
Specifies the id of the site. Default is 1 (Default Sited.
Specifies the SSL port. Default ie 443,
Quict mode. You will not he prompted when SSL settings are
overuritten.

The default behaviour is equivalent with:

selfssl.exe /N:CN-UASPBL ~K:1824 ~U:? /§5:1 /P:443

Program Files\IIS Resources\8elfS88L>selfssl.exe ~s:1455138994 /p:444
Hicrosoft (R SelfSSL Uersion 1.8
Copyright (C> 2003 Microsoft Corporation. ALL »ights reserved.
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The default behaviour is equivalent with:
selfssl._exe /N:CN=UASPB1 ~K:1824 ,U:7 s8:1 ~P:443
Progras m-ce.,\SelfSSL self: -exe 1455138994 ~p:444
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C:\Program Files\I1S Resources\SelfSSL>

7. Open lIS-manager, right click the iSharePhone Web Site and choose properties:
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8. Click on the tab “Directory Security”
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9. Check the “Require secure channel (SSL)” checkbox to enforce the SSL encryption for all
iSharePhone users:
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10. Self Signed Certificate Installation Finished!



